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Abstract – K-means cluster algorithm has good convergence rate, it strongly depends on initialization, and it can 

also easily be trapped in a local optimum. Global optimum can be reached with Genetic Algorithm, but GA converges 

very slowly. Therefore this article proposed one kind new model of intrusion detection which based on the cluster 

analysis and the immunity genetic algorithm, and modify the immunity genetic algorithm, improves the algorithm in 

the overall situation search ability and the convergence rate, avoid the sensitive to the initialization value obviously, 

moreover through the experiment proved that this intrusion detection model surpasses the classics genetic algorithm 

and K-means cluster algorithm, and achieve the anticipated effect. 
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I. INTRODUCTION 

With the continuous development of network technology and network scale, the risk and opportunity of 

network intrusion is more and more, the risk of network security has become a global problem [1-10]. So at 

present, how to quickly and efficiently find all kinds of new intrusion behavior have become very important for 

ensuring the security of system and network. The technology of intrusion detection is mainly divided into two 

categories, that is anomaly detection and misuse detection. The essence of misuse detection centers around using 

an expert system to identify intrusions based on a predetermined knowledge base. Anomaly detection is 

concerned with identifying events that appear to be anomalous with respect to normal system behavior. 

For anomaly detection, people construct intrusion detection system using the chose statistical characteristic 

mainly relying on their intuition and experiences. The essence of misuse detection centers around using an 

expert system to identify intrusions based on a predetermined knowledge base. As a result, misuse systems are 

capable of attaining high levels of accuracy in identifying even very subtle intrusions that are represented in 

their expert knowledge base; similarly, if this expert knowledge base is crafted carefully, misuse systems 

produce a minimal number of false positives. And the establishment of model we used in these methods depends 

entirely on learning of training data set sample, so guarantee that the data set is clean is of vital importance to 

establish practical intrusion detection. In fact, a clean data set collected for the system learning is often not so 

easy, and the price is also high. So studying a kind of unsupervised intrusion detection method is very necessary. 

Clustering analysis is an unsupervised learning method, the goal of Clustering analysis is to divide a number 

of feature model into several collections in accordance with the ‘similarity’ between them, each set feature 

model is ‘similarity’ in accordance with some measure, and the different set feature model is not ‘similarity’ in 

accordance with some measure. These are a lot of kinds of clustering algorithm such as, K-means algorithm, 

maximum likelihood estimation algorithm and the method based on graph theory. K-means algorithm is one of 

the most commonly used simple algorithm, the method firstly select some metric distance as a similarity 

measure between the modes, and then determine the criterion function which can evaluate the quality of the 

clustering results, after the initial clustering center is given, find the best clustering results which can make the 
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criterion function gain the extremism value using iterative method. But K-means clustering algorithm is 

sensitive to initial value, or the different initial values may lead to different results; secondly, K-means 

clustering algorithm is based on the gradient descent algorithm, so it often stuck in local minima unavoidable. 

Genetic algorithm is a search algorithm, which is developed by referencing for the natural selection and 

evolution mechanism and has self-adaptive and self-organization ability, and is widely used in solving complex 

optimization problems. Firstly, the genetic algorithm randomly generate a set of possible solutions for the 

optimization problem, and code for each solution, the set of possible solutions is called the species, each 

possible solution in the species is called individual. Each individual has a corresponding fitness value, which 

used to measure the quality of each solution corresponding to its individual. Imitate the principle of ‘survival of 

the fittest’ in the nature, according to the size of the fitness value, some better individual selected from the initial 

special will participate the crossover and mutation operation. Crossover operation will generate new individual 

by swapping and reorganizing the section of codes of two entities, this similar to the offspring inheriting the 

gene of elder generation. Mutation operation will change the code of individual randomly to generate new 

individual to increase the diversity of the species. Selection, crossover and mutation operation will perform 

some times or perform to meet the specific termination rules, at the end, the individual which has the biggest 

fitness value in the species is the approximate optimal solution of optimization problem. Recently some scholars 

proposed a clustering method based on genetic algorithm, this method uses a K-means algorithm idea, the 

difference is that it uses genetic algorithm rather than a general iteration to general clustering partition 

optimization. This method does not need prior knowledge about data for cluster, and does not get the suboptimal 

solution influenced by initial solution. 

But, if the standard genetic algorithm is directly used to solve clustering problem, the performance of the 

algorithm is poor. Experiments proved that, when the number of samples, the dimension and the categories is 

large, this algorithm will often produce the phenomenon of premature convergence. The scale of the clustering 

problem is greater, premature convergence is more likely to happen. Although some algorithm converge to the 

global optimal solution with 1)( XP  
in theory, but this convergence is guaranteed by intercommunity of the 

probability transfer matrix in the mutation process, but the mutation probability is usually small. When the 

premature convergence has happened, the result will still be hard to jump out of local extreme just relying on 

mutation operation. So immune will be introduced into genetic algorithm in this paper, and this method 

effectively overcome the premature convergence of standard genetic algorithm, the K-means algorithm and the 

immunity genetic algorithm will be organically combined, and form a kind of mixed algorithm, at the same 

time, genetic code, crossover and mutation operator will be designed according to the actual situation of 

clustering problem, then the mixed algorithm will converge to global optimal solution faster and more 

effectively, and this algorithm is applied into the intrusion detection, both the detection rate and the false alarm 

rate will got improvement effectively. 

II. CLUSTER ALGORITHM 

Cluster analysis has been widely used in the network intrusion detection. The application of K-means 

algorithm is the most widely in the cluster algorithm. The basic principle K -means algorithm is showed as 

follows: 
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Let },...,,{ 21 nXXXX   is limited data set, which S
i RX  . The relationship of each data and the center of 

cluster can be represented by membership matrix cnM ( cn  is the number of the cluster). The definition of 

cnM is showed as follows: 
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kX  to the center of cluster iV . If each data which will be 

clustered has been distributed to the nearest center of cluster, then the formula (2) can be simplified as follow: 
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III. CLUSTER ALGORITHM BASED ON IMMUNITY GENETIC 

A. The Mode of Encode and Decode 

The evolution of the genetic algorithm is based on the encoding mechanism, the encode mode has a 

significant impact on the performance of the algorithm, for example search ability. Commonly used encoding 

mode has two ways: floating-point number encode mode and binary encode mode, by contrast, the search ability 

of the binary encode mode is higher than the floating-point number encode mode, and the binary encode mode 

the advantage that the operator of crossover and mutation is easy. So, the binary encode mode is adopted in this 

paper. 

The solution of clustering problem is the center of each cluster, for the K clustering problem of n  point 

nXXX ,...,, 21 in the space ,SR  each individual in the genetic algorithm includes sK  binary components 

corresponding to the real components, the solution method which each component contains binary digits is: let 

max  ( ) min  ( )j j

i iW x x  which j
ix represents the j -th components of the i point, i =1, …, n ; j =1, …, .s  

Then L should satisfy: LL W 21002 1  , a unique length L  can be found out used this formula. 

B. Generate Initial Species 

Randomly generate popsize  initial individual to form the initial species. The individual represents the center 

of cluster. Randomly generated initial individual should be included in the space which is defined by the 

clustering vector. If popsize  is too small, the cluster will be easy to lose diversity; if popsize  is too big, the 

consumption time will be too long. Experiments prove that: popsize  should between 30 and 75. 

C. Determine the Fitness Function 



 

Copyright © 2020 IJASM, All right reserved 

4 

International Journal of Applied Science and Mathematics 

Volume 7, Issue 1, ISSN (Online): 2394-2894 

Fitness function is used to describe the quality of individual. In order to avoid algorithm to convergence too 

premature or too late, firstly sort the original fitness by ascend, then calculate the values of the fitness in 

accordance with the gotten serial number isort
 
and the regulatory factor (0 1),   these will give the too big 

fitness a buffering effect. 

isort
siF )1(                                                                                                                                               (4) 

Then according to choice of ,siF
 
get 

fP =
speciesin entity  of fitness all of sum the

speciesin entity  one of fitness The

                                       

(5) 

D. Selection Operation Based on Immune Principle 

According to the principle of immune algorithm, the problem to be solved will be looked as antigen, the crux 

which extract characteristics from the data sample embodies in the use of antigens, the immunity of antigen will 

be constructed based on the density of data sample in some region or other relevant characteristics. Hypothesis 

individual density of antigen is defined iN , it represents how many sample same as xi include in the spherical 

area )),(:(),( RxxdxRxH iiii  which its radius is ,R  

max

max

i

d

N N
P

N


 

                                                                                                  (6) 

In the formula maxN
is the largest density of all the samples, },...,1,max{max niNN i  ,  is exponent control 

parameters of suppress range, α is the initial value which the distance is zero. 

If out data set is not a circular distribution in the coordinate system because of dimension, we need to 

standardize data set, to make the distribution of the cluster which is ellipse distribution become circular 

distribution in the new coordinate system.  

Then the choice probability P is defined, P is decided together by fitness probability fP
 
and concentration 

probability dP . This not only maintains the facilitation of fitness for choice, but also gets inhibitory effect by 

adjusting the density and ensures the diversity of individual in the group. 

)1,0(,)1(   df PPP                                                                                                                             (7) 

'P  is randomly generated, when 'P P , the corresponding individual will be copied to the new generation, 

until popsizemiddle group are generated. 

E. Crossover operator 

Crossover operator will generate new offspring by exchanging one section of two parent individual. The 

crossover operation shall be carried out in accordance with the certain crossover probability cP . This paper use 

the single-point crossover, for the individual which its code length is L, firstly the crossover point pos (1 < pos < 

L)
 
will be generated randomly, then intersect the section which located in the point pos on the right side of two 
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parent, and create two new offspring. For example, two parents are selected from the individual library, the 

parents are ‘100101100011’ and ‘101001011100’, and the random point will be decided between the 5-th and 6-

th. Then the result of the crossover operation is: 

 

Fig. 1. Crossover operation schematic diagram. 

F. Mutation Operation 

Mutation operation is that one certain value in the individual coding string will be replaced by other value, 

and then a new individual is generated. For example, for binary encoding individual, its encoding character set 

is {0, 1}, mutation operation is use 0 to replace 1, or use 1 to replace 0. This paper adopts the basic bit mutation 

operation. It is that one or some gene value selected in individual encoding string randomly based on the 

mutation probability mP (0.0001< mP <0.1) carried out mutation operation. Although the mutation probability 

only affect local search ability of the algorithm, but if the mutation probability is too low, some gene will not be 

selected; if the mutation probability is too high, that is the random change is too much, then the offspring may 

lose good characteristics inherited from parents, then the algorithm will lose their ability of learning from the 

past search. Experience has shown that: mP
 
can be estimated according to the following formula: 

Lpopsize
Pm




75.1                                                                                                                                                (8) 

The specific process of basic bit mutation operation is: 

1. For each gene bit of individual, its bit mutation point should be appointed according to the mutation 

probability mP . 

2. For each appointed mutation point, its gene value will be took negation operation, then a new individual will 

be created. 

Basic bit mutation operation is showed as follow: 

 

Fig. 2. Basic bit mutation schematic diagram. 

G. End Rule 

This paper uses given the number of iterations to end the performance of genetic algorithm. After each 

operation of selection, crossover and mutation, the biggest fitness value of individual will be recorded, after all 

of the iterations performance, the individual which its fitness value is biggest is the optimal solution of the 

clustering problem. 

IV. DETECTION ALGORITHMS 

The clustering result need to mark their categories, by the algorithm of the first and the second assumption we 

can speculate, in the generated clustering result, if a cluster is gathered from normal data, then the number that it 
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contains data should far greater than the number that the cluster is gathered from invasion data. So the cluster 

can be sorted simply according to the number that the cluster contains data, and set a number N, those clusters 

which contain data more than N is considered as normal data, while the rest of the cluster is considered 

abnormal. The algorithm of identify cluster is described as follows: 

Assume that iC , clusternumi _,...,1 is the generated clustering, N  is the constant number between 0 and 1. 

Sort (
iC ), sort the iC according the number that the cluster contains data 

1. 1j ; clusternumNK _ ; 

2. Repeat;  

3. If kj  , then mark iC as normal cluster; 

4. Else label iC as abnormal cluster; 

5. j ; 

6. Until _ .j num cluster  

This method is very simple, and easy to understand and implement, but its effectivement has a close 

relationship with the number of subcluster of normal behavior. If the number of divided normal behaviors is too 

small, each subcluster has its unique cluster center in characteristic space, it will reduce the relative amount of 

data in the single subcluster, these normal number will even less than the number of abnormal cluster. In this 

case, the normal data will mistakenly are regarded as abnormal, or the abnormal data will be regarded as normal 

data. In order to prevent the emergence of the problem, the capacity of all kinds of normal data should be 

increased as far as possible when the data set is generated, so in any of subcluster, each cluster can contain 

enough data in order to be distinguishing from the abnormal data. 

Detection algorithm is described as below: 

Suppose x is a network message detected: 

1. x will be standardization using the statistics data in preprocessing algorithm, that is 'x x  

2. j = 1;  

3. Repeat； 

4. Calculate the distance between the center 
jo of jc  and 'x , that is ( , ')jdist O x ; 

5. j ++ 

6. Until  j > num_cluster 

7. Find the minimum min( ,   ),dist o x  and gain the cluster label that belongs min ;o  

8. If label is normal, and then x is normal data message; else it is abnormal data message. 

This detect algorithm is very simple and rapid, so its efficiency is very high. 

app:ds:characteristic
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V. SIMULATION EXPERIMENT 

A. Sample Description 

The selected sample data is the authoritative test data in the current intrusion detection field, KDD CUP1999, 

derived from the 1998DARPA intrusion detection evaluation process. The data set provides a total of 4,900,00 

records, to the provided every TCP/IP connection, in addition to some basic attributes (such as protocol types, 

the number of bytes sent etc.), also make use of domain knowledge to extend some of the properties (such as the 

number of login failure, the number of files generated operating, etc.), Some attribute information is calculated 

basis on the past 2 seconds, for example in the last 2 seconds the connection number that connect to the same 

server. Each connection has 41 qualitative or quantitative characteristics, 8 attributers in all characteristics are 

discrete variables, the rest are a continuous variables. 

The intrusion data has 4 major categories, 24 small clusters. The major categories are: DOS (Denial of 

Service), for example ping of death; U2R (User to Root), for example eject; R2U (Remote to User), Remote to 

User guest; PROBING, Remote to User port scanning. 

In order to meet the requirements of detection algorithm of two assumptions, the test data set need to some 

filtering. So this paper extracted from the test data set of 60638 records as the training sample set. 60032 records 

is normal data, the rest 606 records is invasion message, the proportion of all normal data reach 99%, accord 

with the first hypothesis requirement of detection algorithm. The intrusion type and the number of records is 

showed in the table One:  

Table 1. Intrusion Type and the Number of Records in Test Data Set. 

Major Type Small type and the records number 

DOS Total 284, nepture(141), smurf(143) 

U2R Total 68, buffer_overflow(22), loadmodule(2),  perl(2),  ps(13), xterm(13) 

R2U 
Total 131, ftp_write(3), guest_passwd(31), imap(1), multihop(18), 

named(17), sendmail(17),  phf(2), warezmaster(29),  xlock(9), xsnoop(4) 

PROBING Total 123, ispweep(30),  nmap(19), portsweep(32), satan(42) 

In the selection of test sample set, this paper have selected 4 sets of data, each set has 300,000 records. The 

first group and the second group is test data set, and the other two groups are selected from KDD CUP99 data 

which act as the training set (some selected data does not include in the training data, which are regarded as 

unknown intrusion data). 

B. Preprocessing 

Because the original test data include discrete and continuous variables in the attribute characteristics, some 

of them need to be processed. 

For attribute characteristics of discrete variable, for example: 

Assumption in a data set, the service attribute repeatedly emerge HTTP, FTP, TELNET, SMTP 4 attributes, 

then the 4 attribute can be coded into 0001, 0010, 0100, 1000, then the attribute of service is divided into four 

attributes service 1, service 2, service 3, service 4, where appear HTTP recording it will make service 1 = 0，
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service 2 = 0，service 3 = 0, service 4 = 1, where appear FTP recording it will make service 1 = 0，service 2 = 

0, service 3 = 1, service 4 = 0, and so on, discrete attributes of service can be converted to continuity attribute 

variable. 

According to the above method, other discrete attributes variable can also be handled, the benefits of this kind 

of process is to ensure that each record has the same distance. 

For continuous attribute characteristics of the variables, different attribute have different metrics, so if don’t 

preprocessing of the raw data, it will emerge that the large number eat the small number, for example, given the 

characteristics vector ix = {1000，1，2}, jx = {2000, 2, 1}, then 

),( ji xxd
 
= 2

33

2

22

2

11 jijiji xxxxxx 
 
= 222

122120001000 
                                  (9)

 

Apparently the whole characteristics are covered by the first characteristics data. 

In order to solve this problem, the characteristics values of the data must be standardized, and can be make 

the following change: 

1. Calculate the mean Absolute Deviation fS  

fS = 



n

i
fif mx

N 1

)(
1

                                                                                                                                          (10) 

Among them, nff xx ,...,1  is n attribute characteristic value of f , fm is mean value of ,f that is: 





n

i
iff x

N
m

1

1

                                                                                                                                                 

(11) 

2. Calculate Standardized Characteristic Attribute Value 

f

fif
if

S

mx
Z


                                                                                                                                                    (12) 

This average absolute deviation fs  has a better robustness than the standard deviation f  

According to the above three formula, by calculate their characteristics attributes, each message can get new 

data. Thus by using the statistical algorithm, the raw data can be mapped to a standard characteristics space, and 

can reduce the problem described above. The specific algorithm is as follows:  

Assume that ix is a raw network message in the training data set, n is the number of the whole training data 

set: 

1. 1i ； 

2. Repeat; 

3. Select Zxi  . According to the formula (10), (11), calculate fS
 
and fm ; 

4. i ; 

5. Until ni  ; 



 

Copyright © 2020 IJASM, All right reserved 

9 

International Journal of Applied Science and Mathematics 

Volume 7, Issue 1, ISSN (Online): 2394-2894 

6. 1i  

7. Repeat; 

8. According to the formula (12) calculate ifZ , the characteristics attribute value will be converted into 

standard form value, that is 'xx  ; 

9. i ; 

10. Until ni  . 

C. Test Result Analysis 

Table 2. Data Set Distribution. 

Data Types Number Data Types Number 

Normal 8465 ftp_write 2 

Buffer_overflow 12 teardrop 94 

land 2 smurf 289 

warezmaster 73 nentune 272 

snmpgetattact 191 rootkit 8 

httptunnel 33 ipsweep 160 

Guess_passwd 356 mscan 41 

The table above shows the data set. In the test data set, the 4 group data set will be selected, each data set 

includes 10,000 records, and each set data is meeting the premise: that is the number of normal is much larger 

than the number of intrusion behavior. 

About intrusion detection experiment result evaluation, it can refer to two main indexes: DR is detection rate 

and FAR is false alarm rate. They are defined as follows:  

DR = The number of detected intrusion records/the number of total test record; 

FAR = The number of the normal records which are mistaken for intrusion/the number of normal records in 

the total test records. 

Table 3. Detection Results. 

 Class K-mean cluster Immunity genetic Cluster 

 DR (%) FAR (%) DR (%) FAR (%) 

1-st 75.62 3.26 81.23 0.98 

2-ed 70.94 3.15 78.85 1.21 

3-rd 73.48 2.96 80.94 0.86 

4-th 76.29 2.79 83.13 1.02 

From the above results, the detection rate of our algorithm is very high, and the false alarm rate is very low. 

At the same time, the detection rate of abnormal samples is lower than the normal sample in the experiment, so 

the recognition ability of the system can be further improved by increasing the number of abnormal data. 
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VI. CONCLUSION 

This paper puts forward a new detection model based on cluster and immune genetic algorithm, at the same 

time the standard immune genetic algorithm was further improved. This method not only overcome the 

disadvantage of the standard cluster which is sensitive to initial value and often trapped in local optimum, but 

also overcome the disadvantage of standard immune genetic algorithm which its global convergence is poor and 

computation efficiency is low. At last tests showed that this new algorithm had a very big enhancement in 

detection rate and false alarm rate. 
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